evopayments.com

3-D Secure Processing

Guide for using-3=D Secure MPI Emulator

y fu ments A\ROUND THE GLOBE
Swhfym payw 50+ CURRENCIES ACROSS 50 MARKETS WORLDWIDE




Table of Contents

OVERVIEW ettt e ettt ettt sse e s s e e e et e e abaasassssseseesseasanssasssssssssesesssnnnes 2
ASSUMPTIONS L.ttt e e et ettt ttetas i reseeseeseestassasssssssssessesssssssnnnsssssseseerees 2
PROCESS FLOW oottt eeetttteeee e e st e e ettt taaasaessssseseeeseasssssssssssessessssssnnnnnnsseses 2
CLIENT APPLICATION oottt ettt eetetteeee e s e eeeeeteeassssssssssssssssssssnnsnsssssesssesens 12
ACS EMULATOR ettt et et e etttaessssseeeeetassssssssssssesseesssssnsnnnsssssssssenes 13
TRIGGER VALUES ...ttt ettt et tetaese e s s e s e e e eteasssssssssseessesssssnnnnnsssses 14
TEST CASE 1 - SUCCESSFUL AUTHENTICATION AND AUTHORIZATION .eeiiiviiiiiiiiiieieieeieieeieeeeeeeeeeeeeeeeeeeeeens 14
TEST CASE 2 - UNABLE TO VERIFY ENROLLMENT cttttteee et eeeetttteeeeeeeeeettteeeaaeesssesessaennnaeesssssesssennaaeeeses 15
TEST CASE 3 - CARDHOLDER NOT PARTICIPATING ettt teeeettteeeeeeeeeeeeetteeaeeesseeeetssennaeessssesssssennaeeeseas 15
TEST CASE 4 - SUCCESSFUL MERCHANT ATTEMPT iiiiiiiiiiiiiiiiiieieeiieeeeeeeeeeeeeeeeeeeeeeseeeeeseeeessssesesseessseeseeees 15
TEST CASE 5 - AUTHENTICATION FAILED: CUSTOMER FAILED OR CANCELLED AUTHENTICATION ................ 16
TEST CASE 6 - AUTHENTICATION COULD NOT BE PERFORMED ...ueeieeeeeetteeeeee e eeeeteeeee e e e e e eeeeaaeeneeeeeas 16
3-D SECURE TEST CASES ..ottt eetttttaeees s s s e s e essesssssessessssssssssssnnnns 18
LY 18
IVIASTERCARD .. sese s s s s s s s s s s s s s s s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 19
IVIAESTRO 1 e s s e s s s e s s s s s s s s s s s s s s s s s s s ssssssssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssnnes 19
YN [ N e o S SR 20
(1 = J RSP SRR 21
DINERS CLUB uutteieeieeeeeeeeeeeeeeeee e e e s e ssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 21
DISCOVER e e s e e e e e e e e s s e s s s s s s s s s s s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssenees 22
GLOSSARY OF TECHNICAL TERMS .ottt e s e e eeetveeasaneseesseseeennns 23
REFERENCE INFORMATION vttt ettt e e eettieeseeetennesessssnnnssesssnnsssssssnnnnss 23

Proprietary & Confidential n



ED

Overview

The purpose of this document is to outline the process flow and required steps for generating 3-D Secure
transactions through the non-production environments of EVO Snap*.

While data setup differs slightly between DEV, TEST, and CERT, the differences for the 3-D Secure addin are
related solely to certificates, environment names, and Servicelds.

Assumptions

The following considerations are outside the scope of this document:

1. The Process Set for the Serviceld contains the 3-D Secure addin as an esbStep. Please refer to EVO
3-D Secure MPI Operations for more information.

2. The merchant profile has been saved with values for CardBrandldentifiers_3DSecure.

3. The customer has all information to process non-3-D Secure transactions and has been able to run
transactions successfully through the platform.

Process Flow

The process flow for 3-D Secure transactions through the platform follows this path:

1. Aclient app sends a transaction to the TPS endpoint (Authorize or AuthorizeAndCapture) with the
Is3DSecure flag set to ‘true’.

SOAP Request Example

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"” xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<SOAP-ENV:Body>
<AuthorizeAndCapture xmlns="http://schemas.evosnap.com/CWS/v2.0/TransactionProcessing">
<sessionToken>PHNhbWw6QXNzZXJ@aWOuIE1lham9yVmVyc2lv..</sessionToken>
<transaction xsi:type="nsl:BankcardTransactionPro"
xmlns:nsl="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard/Pro">
<ns2:TenderData xmlns:ns2="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">
<ns2:CardData>
<ns2:CardType>Visa</ns2:CardType>
<ns2:CardholderName>Jimmithy James</ns2:CardholderName>
<ns2:PAN>4111111111111111</ns2:PAN>
<ns2:Expire>1018</ns2:Expire>
</ns2:CardData>
<ns2:CardSecurityData>
<ns2:CVDataProvided>Provided</ns2:CVDataProvided>
<ns2:CVData>351</ns2:CVData>
</ns2:CardSecurityData>
</ns2:TenderData>
<ns3:TransactionData xsi:type="nsl:BankcardTransactionDataPro"
xmlns:ns3="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">
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<ns4:Amount xmlns:nsd4="http://schemas.evosnap.com/CWS/v2.6/Transactions">50.00</ns4:Amount>
<ns5:CurrencyCode xmlns:ns5="http://schemas.evosnap.com/CWS/v2.6/Transactions ">USD</ns5:CurrencyCode>
<ns3:EmployeeId>12345</ns3:Employeeld>
<ns3:0rderNumber>123456</ns3:0rderNumber>
<ns3:Is3DSecure>true</ns3:Is3DSecure>
</ns3:TransactionData>
</transaction>
<applicationProfileId>4084</applicationProfileId>
<merchantProfileId>Dashboard3DSecureMerchant</merchantProfileld>
<workflowId>3CFO9EQOOO1</workflowId>

REST Request Example

RequestUri https://api.cipcert.local/2.1.33/REST/TPS.svc/37C6700001
Method POST
{
"$type" : "AuthorizeAndCaptureTransaction, http://schemas.evosnap.com/CWS/v2.08/Transactions/Rest",
"Transaction" : {
"$type" : "BankcardTransactionPro, http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard/Pro",
"TenderData" : {
"$type" : "BankcardTenderDataPro, http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard/Pro",
"CardData" : {
"CardType" : "Visa",
"PAN" : "4111111111111111",
"Expire" : "@122"
b
s
"TransactionData" : {
"$type" : "BankcardTransactionDataPro,

http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard/Pro",
"Amount"” : 50.00,
"Is3DSecure" : true,
"CurrencyCode" : "USD"

)
b
"ApplicationProfileId" : "4084",
"MerchantProfileId" : "Dashboard3DSecureMerchant"

2. The transaction is routed to the 3-D Secure addin, which:
a. retrieves data from the MerchantProfile
Note: if CardBrandIindentifiers_3DSecure are not saved to the MerchantProfile, the following
steps 3-6 will be skipped. The transaction will process normally without being routed to the
MPI.
b. generates/sends a request to the MPI Emulator Directory Server with transaction amount,
PAN, and other required data elements
c. receives aresponse from the Directory Server (DS)
d. stops further processing, and returns a response to the client app with the following data on
BankcardTransactionResponse:
i. StatusCode =3D
ii. PaReq set on PaymentAuthorizationRequest
iii. ACS url set on AuthorizationServerUrl
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SOAP Response Example

<s:Envelope

<?xml version="1.0" encoding="UTF-8"?>

xmlns:s="http://schemas.xmlsoap.orqg/soap/envelope/">

<s:Body>

<AuthorizeAndCaptureResponse

xmlns="http://schemas.evosnap.com/CWS/v2.0/TransactionProcessing">
<AuthorizeAndCaptureResult

i:type="b:BankcardTransactionResponsePro"

xmlns:a="http://schemas.evosnap.com/CWS/v2.0/Transactions"

xmlns:b="http://schemas.evosnap.com/CWS/v2.68/Transactions/Bankcard/Pro"

xmlns:i="http://www.w3.0rq/2001/XMLSchema-instance">
<a:Status>Failure</a:Status>
<a:StatusCode>3D</a:StatusCode>
<a:StatusMessage>3D Eligible</a:StatusMessage>
<a:TransactionId>3E9C142772284221A160B50CCC38338C</a:TransactionId>
<a:OriginatorTransactionId>10901</a:OriginatorTransactionId>
<a:ServiceTransactionId/>
<a:ServiceTransactionDateTime>

<a:Date

i:nil="true"/>

<a:Time i:nil="true"/>

<a:TimeZone

i:nil="true"/>
</a:ServiceTransactionDateTime>
<a:Addendum

i:nil="true"/>
<a:CaptureState>CaptureDeclined</a:CaptureState>
<a:TransactionState>CaptureDeclined</a:TransactionState>
<a:IsAcknowledged>false</a:IsAcknowledged>
<a:Reference>110201</a:Reference>
<a:TransmissionNumber

i:nil="true"/>
<a:TransactionCode/>
<a:HostMessageId/>
<a:Geolocation

i:nil="true"/>
<a:TerminalAccessToken

i:nil="true"/>
<Amount

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">50.00</Amount>

<CardType

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">Visa</CardType>

<FeeAmount

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0.00</FeeAmount>

<ApprovalCode
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<AVSResult
i:nil="true"
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<BatchId
xmlns="http://schemas.evosnap.com/CWS/v2.80/Transactions/Bankcard"/>
<CVResult

xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">NotSet</CVResult>

<CardLevel
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<DowngradeCode
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<MaskedPAN

xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard">411111XXXXXX1111</MaskedPAN>

<PaymentAccountDataToken
xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard"/>
<RetrievalReferenceNumber
xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard"/>
<Resubmit

xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard">NotSet</Resubmit>

<SettlementDate
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xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0001-01-01T00:00:00</SettlementDate>

<FinalBalance
xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard">0.00</FinalBalance>
<OrderId
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">10201</0rderId>
<CashBackAmount
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0.00</CashBackAmount>
<PrepaidCard
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard " >NotSet</PrepaidCard>
<Expire

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">1018</Expire>
<ErrorType

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">3DAuthReq</ErrorType>

<AuthorizationServerurl

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">https://acs.cipcert.local/</AuthorizationS
erveruUrl>

<PaymentAuthorizationRequest

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">eJxdkelu8j../VFfgGQs6FC< /PaymentAuthorizatio
nRequest>

<ProcessedAs3D

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">false</ProcessedAs3D>

<EMVDataResponse

i:nil="true"

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>

<Level3Added
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">NotSet</Level3Added>
<BatchAmount
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0.00</BatchAmount>
<LastPANDigits

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">1111</LastPANDigits>
<MessageAuthenticationCode
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<TokenInformation
i:nil="true"
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<ForcePostCode
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard"/>
<MerchantId
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">1</MerchantId>
<Terminalld
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">98765432101005</Terminalld>
<BankResponseCode
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<InitialEncryptionKeys
i:nil="true"
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"
xmlns:c="http://schemas.evosnap.com/CWS/v2.6/Transactions/Encryption”/>
<IsPartialApproval
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">false</IsPartialApproval>
<EBTAvailableBalance
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">
<CashAvailableBalance>0.00</CashAvailableBalance>
<SNAPAvailableBalance>0.00</SNAPAvailableBalance>
</EBTAvailableBalance>
<IndustryType
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">Ecommerce</IndustryType>
<ThreeDSecureInformation
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">
<XID
i:nil="true"/>
<Status i:nil="true"/>
<CAW
i:nil="true"/>
<ECI i:nil="true"/>
<DSTransactionId
i:nil="true"/>
<IsChallengeMandated>false</IsChallengeMandated>
<ChallengeRequest
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"DowngradeCode"
"CaptureState" : "CaptureDeclined",
"MaskedPAN" : "411111XXXXXX1111",
"TransactionState" : "CaptureDeclined",
"MaskedPAN" : "411111XXXXXX1111",
"TransactionState" : "CaptureDeclined",
"PaymentAccountDataToken" "
"IsAcknowledged" : false,
"RetrievalReferenceNumber" : "",
"Reference" : "110401",
"Resubmit" : "NotSet",
"TransmissionNumber" : null,
"SettlementDate" : "0001-01-01T00:00:00",
"TransactionCode" "
"FinalBalance" : 0.00,
"HostMessageId" : "",
"OrderId" : "1e4e1",
"Geolocation" : null,
"CashBackAmount" : 0.00,
"TerminalAccessToken" : null,
"PrepaidCard" : "NotSet",
"Expire" : "@122",
"ErrorType" : "3DAuthReq",
"AuthorizationServerUrl" : "https://acs.cipcert.local/",
"PaymentAuthorizationRequest" : "eJxdkf9ugj..1b7BVj50QE=",
"ProcessedAs3D" : false,
"EMVDataResponse" : null,
"Level3Added" : "NotSet",
"LastPANDigits" : "1111",
"BatchAmount" : 0.00,
"MessageAuthenticationCode" : "",
"TokenInformation" : null,
"ForcePostCode" "
"MerchantId" : "1",
"TerminalId" : "98765432101005",
"BankResponseCode" "
"InitialEncryptionKeys" : null,
"IsPartialApproval” : false,
"EBTAvailableBalance" : {
"CashAvailableBalance" : 0.00,
"SNAPAvailableBalance" : 0.00

s
"IndustryType" : "Ecommerce",
"ThreeDSecureInformation” : {

"XID" : null,

"Status" : null,

"CAW" : null,

"ECI" : null,
"DSTransactionId" : null,
"IsChallengeMandated" : false,
"ChallengeRequest" : null,
"StatusReason” : null,
"StatusReasonCode" : null,
"Value" : null,
"ACSPublicKey" : null,
"ACSOperatorId" : null,

"ACSReferenceNumber" : null,
"ACSRenderingInterface" : "NotSet",
"ACSRenderingUITemplate" : "NotSet",

"ACSSignedContent" : null,
"ACSTransactionId" : null,
"AuthenticationMethod"” : "NotSet",
"AuthenticationType" : "NotSet",
"CardholderInformationText" : null,
"DSReferenceNumber" : null,
"ErrorCode" : null,

"ErrorDetail” : null,
"ErrorDescription” : null,
"ResultsStatus" : "NotSet"
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"SystemTraceAuditNumber" : "",
"MACTransmissionNumber" : ""

3. The client application sends the PaymentAuthorizationRequest (PaRes) to the
AuthorizationServerUrl as a POST.

4. The MPI Emulator Access Control Server (ACS) returns a customer login page. The customer enters
information on this page and receives a Payer Authentication Response (PaRes) response.
Note: The values that the customer enters are not validated at this point, (all triggers are keyed off
of amount and PAN.)

5. The client application sends in a Resubmit3DSecure transaction with PaRes, ResubmitReason, and
Transactionld.
Note: CVVis not required to be sentin on the Resubmit transaction to be eligible for reduced
interchange fees. If the value is set on the original Authorize/AuthorizeAndCapture transaction, the
data will be cached in the addin for 15 minutes. Should the resubmit be processed within that time
frame, the CVV will be retrieved from the cache and set on the transaction for processing at the
service provider.

SOAP Resubmit Example

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rqg/2001/XMLSchema-instance">
<SOAP-ENV:Body>
<Resubmit xmlns="http://schemas.evosnap.com/CWS/v2.0/TransactionProcessing">
<sessionToken>PHNhbWw6QXNzZXJ@aWOuIE1lham9yVmVyc21lvbj@iMSIgTWlub. .</sessionToken>
<transaction xsi:type="nsl:Resubmit3DSecure"
xmlns:nsl="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">
<ns2:TransactionId
xmlns:ns2="http://schemas.evosnap.com/CWS/v2.0/Transactions ">3E9C142772284221A160B50CCC38338C</ns2:TransactionId>
<ns3:ResubmitReason
xmlns:ns3="http://schemas.evosnap.com/CWS/v2.08/Transactions ">Resubmission</ns3:ResubmitReason>
<nsl:PaymentAuthorizationResponse>eJydedmyq@..b/BsjXQVo=</nsl:PaymentAuthorizationResponse>
</transaction>
<applicationProfileId>4084</applicationProfileId>
<workflowId>3CF9E@00O1< /workflowId>
</Resubmit>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

REST Resubmit Example

RequestUri https://api.cipcert.local/2.1.33/REST/TPS.svc/37C6700001

Method POST

{

"$type": "ResubmitTransaction,http://schemas.evosnap.com/CWS/v2.0/Transactions/Rest",
"ApplicationProfileId": "717158",

"MerchantProfileId" : "ecomtest2",

"Transaction": {

"$type": "Resubmit3DSecure, http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard",
"TransactionId": "6AF4210A9F0642F5BODF70AADEC9603A",
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"ResubmitReason": "Resubmission",
"PaymentAuthorizationResponse": eJydeVmTqe..L/Hw6/Qas=
¥

¥

6. If the authentication is successful, the transaction will continue to process at the service provider

(Sandbox). If the authentication is not successful, an error is returned to the client.

SOAP Response

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope

xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<ResubmitResponse
xmlns="http://schemas.evosnap.com/CWS/v2.0/TransactionProcessing">
<ResubmitResult

i:type="b:BankcardTransactionResponsePro"”
xmlns:a="http://schemas.evosnap.com/CWS/v2.0/Transactions"
xmlns:b="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard/Pro"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<a:Status>Successful</a:Status>
<a:StatusCode>1</a:StatusCode>
<a:StatusMessage>APPROVED</a:StatusMessage>
<a:TransactionId>FC707AB4C6D74FDFA8702B66A6FCE667</a:TransactionId>
<a:0OriginatorTransactionId>10901</a:0riginatorTransactionId>
<a:ServiceTransactionId>48636092</a:ServiceTransactionId>

<a:ServiceTrans
<a:Date>2019-1
<a:Time>23:05:
<a:TimeZone>-0
</a:ServiceTran
<a:Addendum
i:nil="true"/>
<a:CaptureState
<a:TransactionS
<a:IsAcknowledg
<a:Reference>10
<a:Transmission
<a:TransactionC
<a:HostMessagel
<a:Geolocation
i:nil="true"/>
<Amount

actionDateTime>
1-19</a:Date>
58.519</a:Time>
6:00</a:TimeZone>
sactionDateTime>

>Captured</a:CaptureState>

tate>Captured</a:TransactionState>

ed>false</a:IsAcknowledged>

901</a:Reference>

Number>FC707AB4C6D74FDFA8702B66A6FCE667</a: TransmissionNumber>
ode/>

d/>

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">50.00</Amount>

<CardType

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">Visa</CardType>

<FeeAmount

xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">0.00</FeeAmount>

<ApprovalCode

xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard">0S770C< /ApprovalCode>

<AVSResult

xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">

<ActualResult>
<AddressResult
<CountryResult
<StateResult>N
<PostalCodeRes
<PhoneResult>N

0</ActualResult>
>NotVerified</AddressResult>
>NotSet</CountryResult>
otSet</StateResult>
ult>NotVerified</PostalCodeResult>
otSet</PhoneResult>

<CardholderNameResult>NotSet</CardholderNameResult>
<CityResult>NotSet</CityResult>

</AVSResult>
<BatchId
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">1919</BatchId>
<CVResult
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">NotProcessed</CVResult>
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<CardLevel
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard"/>
<DowngradeCode
xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard"/>
<MaskedPAN
xmlns="http://schemas.evosnap.com/CWS/v2.

9/Transactions/Bankcard">411111XXXXXX1111</MaskedPAN>

<PaymentAccountDataToken
xmlns="http://schemas.evosnap.

com/CWS/v2.

9/Transactions/Bankcard">3e9c1427-7228-4221-a160-

<RetrievalReferenceNumber

b50ccc38338c7257dff5-70b7-4d9a-bf4d-801f714dcad5</PaymentAccountDataToken>

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">838177410217< /RetrievalReferenceNumber>
<Resubmit
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">NotSet</Resubmit>
<SettlementDate
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0001-01-01T00:00:00</SettlementDate>
<FinalBalance
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0.00</FinalBalance>
<OrderId
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">10201</0rderld>
<CashBackAmount
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0.00</CashBackAmount>
<PrepaidCard
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">NotSet</PrepaidCard>
<Expire

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">1018</Expire>
<ErrorType

i:nil="true"

xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard"/>
<AuthorizationServerUrl
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>
<PaymentAuthorizationRequest
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>

<ProcessedAs3D
xmlns="http://schemas.evosnap.com/CWS/v2.6/Transactions/Bankcard">false</ProcessedAs3D>
<EMVDataResponse

i:nil="true"

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>

<Level3Added
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">NotSet</Level3Added>
<BatchAmount
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">0.00</BatchAmount>
<LastPANDigits
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">1111</LastPANDigits>
<MessageAuthenticationCode
xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard"/>

<TokenInformation

i:nil="true"

xmlns="http://schemas.evosnap.com/CWS/v2.08/Transactions/Bankcard"/>

<ForcePostCode

xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard"/>

<MerchantId
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">1</MerchantId>
<TerminalId
xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">98765432101005</Terminalld>
<BankResponseCode

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard"/>

<InitialEncryptionKeys
i:nil="true"
xmlns="http://schemas

.evosnap.com/CWS/v2.08/Transactions/Bankcard”

xmlns:c="http:

schemas. evosnap.com/CWS/v2.8/Transactions/Encryption”/>

<IsPartialApproval
xmlns="http:

schemas .evosnap.com/CWS/v2.0/Transactions/Bankcard">false</IsPartialApproval>

<EBTAvailableBalance
xmlns="http:

schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">

<CashAvailableBalance>0.00</CashAvailableBalance>
<SNAPAvailableBalance>0.00</SNAPAvailableBalance>

</EBTAvailableBalance>
<IndustryType
xmlns="http:

schemas .evosnap. com/CWS/v2.0/Transactions/Bankcard">Ecommerce</IndustryType>
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<ThreeDSecureInformation
xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard">
<XID>ICAgICAgICAgICAgICAXMTAYMDE=</XID>
<Status>Y</Status>
<CAVV>AAACBXUVCGhgFECHAXUIAAAAAAA=</CAVV>
<ECI>@5</ECI>

</ThreeDSecureInformation>

<SystemTraceAuditNumber

<MACTransmissionNumber xmlns="http://schemas.evosnap.com/CWS/v2.8/Transactions/Bankcard"/>
<b:AdviceResponse>NotSet</b:AdviceResponse>
<b:CommercialCardResponse>NotSet</b:CommercialCardResponse>
<b:ReturnedACI>NotSet</b:ReturnedACI>
</ResubmitResult>
</ResubmitResponse>
</s:Body>
</s:Envelope>

xmlns="http://schemas.evosnap.com/CWS/v2.0/Transactions/Bankcard">3N3E12QECKGZIPR< /SystemTraceAuditNumber>

REST Response Example

{
"AdviceResponse" : "NotSet",
"Amount" : 50.00,
"Status" : "Successful",
"CommercialCardResponse" : "NotSet",
"CardType" : "Visa",
"StatusCode" : "1",
"ReturnedACI" : "NotSet",
"FeeAmount" : 0.00,
"StatusMessage" : "APPROVED",
"ApprovalCode" : "@5F68A",
"TransactionId" : "752DF852112945E1866D97E8A3FF583E",
"AVSResult" : {
"ActualResult" : "o",
"AddressResult" : "NotVerified",
"StateResult"” : "NotSet",
"CountryResult" : "NotSet",
"PostalCodeResult" : "NotVerified",
"PhoneResult"” : "NotSet",
"CardholderNameResult" : "NotSet",
"CityResult" : "NotSet"
b
"OriginatorTransactionId" : "11102",
"BatchId" : "1920",
"ServiceTransactionId" : "©8982666",
"CVResult" : "NotProcessed",
"ServiceTransactionDateTime" : {
"Date" : "2019-11-20",
"Time" : "19:09:46.283",
"TimeZone" : "-06:00"
s
"CardLevel" : "",
"Addendum" : null,
"DowngradeCode" : "",
"CaptureState" : "Captured",
"MaskedPAN" : "411111XXXXXX1111",
"TransactionState" : "Captured",
"PaymentAccountDataToken" : "dc317ac0-860f-45d5-875c-4315e21d956620916d9f-8c3d-4199-b000-7e40c40cel27",
"IsAcknowledged" : false,
"RetrievalReferenceNumber" : "704128669491",
"Reference" : "11102",
"Resubmit" : "NotSet",
"TransmissionNumber" : null,
"SettlementDate"” : "0001-01-01T00:00:00",
"TransactionCode" : "",
"FinalBalance" : 0.00,
"HostMessageId" : "",
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"OrderId" : "1e402",
"Geolocation" : null,
"CashBackAmount" : 0.00,
"TerminalAccessToken" : null,
"PrepaidCard" : "NotSet",
"Expire" : "0122",
"ErrorType" : null,
"AuthorizationServerurl" : "",
"PaymentAuthorizationRequest” : "",
"ProcessedAs3D" : true,
"EMVDataResponse"” : null,
"Level3Added" : "NotSet",
"LastPANDigits" : "1111",
"BatchAmount" : 0.00,
"MessageAuthenticationCode" : "",
"TokenInformation" : null,
"ForcePostCode" : "",
"Merchantid" : "1",
"TerminalId" : "98765432101005",
"BankResponseCode" : "",
"InitialEncryptionKeys" : null,
"IsPartialApproval" : false,
"EBTAvailableBalance" : {
"CashAvailableBalance" : 0.00,
"SNAPAvailableBalance" : 0.00

¥
"IndustryType" : "Ecommerce",
"ThreeDSecureInformation” : null,

"SystemTraceAuditNumber"” : null,
"MACTransmissionNumber" : ""

ient Application

files///Cs/SourceCode/SampleCode/CWS Client App/CWS Client App 2.1.20/bin/Debug/CWS Client, 5=l (=ls| S|

Seszion token created -
Servicelnfo returned

Merchant data saved

App ID saved in Settings: 36563

Sending transactions...

TransactionData.Is3DSecure = True

Bankcard AuthorizeAndCapture processed successfully.
Status Message: 3D Eligible

StatusCode: 3D

TxnGuid: 14BABISSERL34D929885919CCIEAFELS

Card and merchant are 3D Eligihle. Send PaReg to ACS URL in response:

AuthorizationServerlrl:
https: - acs.uat.evopayments.coms

PaymentAuthorizationReguest:
edxUUdluwjAQ-BEEBEQHRwEL 1s T h1YdQCulDnyrLrCCoc ¥ Ljc PTr=QB8p?UgRdmaP jGech3RuE2QZU
hUBAg1U1d? jEtuM2451 ur 8 yGFLG+28Bg3 iMNRwEnMFUWaMEiGnEqDES jRuZ 1t gKkOk4WS =zEMAe QB
IUezml 18uvkmns 1h/JZL4Ge gdA yxxFiplUt hSUARAgGggLU1iUzHol iAHgHpB i 7215¥ 108 ke damo t Cu j
UeRAFAZIUBmg? Inld12 yrUhM41 34ZuNer8uvPO1gf Uf Uv jS3L4HAPxHBCUFgUnbEA?tH/1f NS I +7e
EHiQuRchGI 2ol RBAUPgf xE3JV 4y4]lwl gFi=jAYBR s pCo +twdu ?mQJ6 S pbeSmidQ8 yFMN= I APS kS
JIiP3Uc?AOLbyeHGzo JwRSF Pu+BNT ieib Q==




ACS Emulator

3D Secure - Security Screen Simulator

P Shap*

€ JXVUd 1u8 JAMFZWKB61TELNAT 1IHI42L IVROKGZ: rCnn40tGOTEsnHPRZOIWH1YISS
/6Ro0wozs 1bTULANAIEUigwi Y VDEUYIA-R20nISTRTmwy@2arp
ZBDPYoQeYKWMKErYZ 5VygXDHHOCVAURXFLYVXZ6cDEYNWi 2LUmL rZ650PNE IABDHFKIDcye 78016

o FKIEMOMAr B1XECENat IYZPUSSF2ay TFXDUKAZN/ LIMEFIiA+/ XeZlimyQuANLHIHIrg+Fi
DKSBNTLsUS45TGYvEAIRSYVY,/W5BS Thp Ky /114 gliZy 01 SHXBORAOTUIMYO!
v Ok t1gmFdWDXABHE pNSOW3iXLBZ9PFF Im1f,

https:/fmymerchantwebsite com/listener/

TANID1234

uld ot have a screen such as this. The PaReq
uld display authentication information

This is a simulator. A real 30 Secure payflo
uld be posted directly to the AGS, which

nce only:

3D Secure - Security Screen Simulator

m‘ S’lapﬁ{‘ Your Bank Logo

On this page you would submit your Verified by Visa password, MasterCard SecureCode, or other
3D secure credentials. How ;, as this is a simulator, the password box is disabled

Merchant: Acme Widgets Co
Amount: 10.00
Date: 05/09/2018 12:47:31 UTC
Card Number: 300X 0000 0008 0002

Personal Message: This would be a personally identifiable message you
configured at your financial institution

Password:

Forgot your password?

mHe\p Cance!
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Authentication is complete. At this point, the Payer Authentication Response would be sent

directly from the authentication system to your application (as configured in the PaReq sent to
the ACS). As this is a simulator, you can see the values below

https:#imymerchantwebsite. com/listener!
TXNID1234

lydednSpEiS7TtAGL2iHS 20945151 sD] jg7Hsba0ybO+BsXz9EZGY tFatnkSInAQoampqmOKSXu
PoxyziLezo01m3z60bIriIvtbdsi17yglo/D51611SVSgGRPT 74487 Y2XT110E pnHdgpy 2IRuNaU/ TF
~E/21-QDIvZLNjksbE /003 T1+srHE BALS IT+gHT CFXTEK/DFy sxlEeT+g7/cFAGENT=/Pg=1MoKse3
250KDQEX DA+ F ZbHVTASCHCNET55QPEOPhAxHP2 7 Uy Ygmm-BuC/ gsn /4UhHOCK /ePSGYTphve IGzkH
9448 3u Dy 0Tx6IPIGANT I 365+812598NpE C5ul+VPEDFKNVE/TFA3 766 Lumm CxVOEE] Fk/03m
239038AP6CURXSVYIHEY Z1cJ5PKONSAK 705 MY PESx2 s 18THL1DFYOIMEVZ/ 1Vpi2Ga5rLTTRHPNE
/oMxXoauk FFARVRZ+didnf £a7tpl/+Xs72818QLK7rP1FsnBNYQ0e0WBBMOEFOVEaK/ /17910204724
dSHF /dDXEVsthix3x FME315318PJbry3+WUsH+oyKQIbA/ eMM+48UwFt/ FFpgDCHO+NCFB/ 1dun+1139P
£121F@x1/L1UoXELI03DYVL Sc5q2vTmid/MvF / +U3ZCIXRTBN/SCOF3b2+g/ 431x+B6+KQMUem+va /C
75C3KGSEHB+OTPOFCLZ/ bFFFBEH 'y £ 216 F8aBxvCHg: 7c/GLs3GN imiTu

cduiVoml /MATdS/ bU34+sH3g27ydgViQspit /1FFGrd2glunGE RSDUSWOG+r V71 TOMYY B/ CETUHOVL
UAuio23al GSqayziT1tZT! 198aV1QDI EXe UMV 15w+ TtFQqNpxru/ FtaFe
SkNCtXPxb1i1P932405+5g26TUyXEDFK g p 7+IMr14YMLedBQN 7

Forward to Destination

This is a simulator. Submitting this form will forward the above message to the configured
destination.

Trigger Values

The MPI Emulator uses a combination of BankcardTransaction/TenderData/CardData/PAN,
BankcardTransaction/TransactionData/Amount, BankcardTransaction/TransactionData/Is3DSecure, and
Resubmit3DSecure/PaymentAuthorizationResponse values to simulate various 3-D Secure processes.

Test Case 1 - Successful Authentication and Authorization

This test simulates processing when both authentication and authorization are successful.

>Submit either Authorize() or AuthorizeAndCapture() with the following values:
o BankcardTransaction/TenderData/CardData/PAN =4111111111111111
o BankcardTransaction/TransactionData/Amount = Any
o BankcardTransaction/TransactionData/Is3DSecure = true
>The emulator will return a recoverable error response with:
o BankcardTransactionResponse/StatusCode = 3D
o BankcardTransactionResponse/StatusMessage = 3D Eligible
o BankcardTransactionResponse/ErrorType = 3DAuthReq
o BankcardTransactionResponse/AuthorizationServerUrl = https://acs.uat.evopayments.com/

Proprietary & Confidential



ED

o BankcardTransactionResponse/PaymentAuthorizationRequest = Value received from the
MPI

>Resubmit the original transaction, adding the Resubmit3DSecure/PaymentAuthorizationResponse value
obtained from you using the test form POST above or the sample value listed above.

o The emulator will return an approved authorization response
o BankcardTransactionResponse/ProcessedAs3D = true

Test Case 2 - Unable to Verify Enrollment

This test simulates processing when it cannot be established whether the cardholder is enrolled for 3-D
Secure, merchant can retry without 3-D Secure.

>Submit either Authorize() or AuthorizeAndCapture() with the following values:
o BankcardTransaction/TenderData/CardData/PAN = 4012001038488884
o BankcardTransaction/TransactionData/Amount = Any
o BankcardTransaction/TransactionData/Is3DSecure = true

>The emulator will return a declined authorization response.

Test Case 3 - Cardholder Not Participating

This test simulates processing for a cardholder not enrolled for 3-D Secure, but authorization is successful.

>Submit either Authorize() or AuthorizeAndCapture() with the following values:
o BankcardTransaction/TenderData/CardData/PAN = 5454545454545454
o BankcardTransaction/TransactionData/Amount = Any
o BankcardTransaction/TransactionData/Is3DSecure = true
>The emulator will return an approved authorization response.
o BankcardTransactionResponse/ProcessedAs3D = true

Test Case 4 - Successful Merchant Attempt

This test simulates processing when the merchant attempts to authenticate the cardholder but the
cardholder is not enrolled. Authorization is successful.

>Submit either Authorize() or AuthorizeAndCapture() with the following values:
o BankcardTransaction/TenderData/CardData/PAN =4111111111111111
o BankcardTransaction/TransactionData/Amount = $70.00
o BankcardTransaction/TransactionData/Is3DSecure = true
>The emulator will return a recoverable error response with:
o BankcardTransactionResponse/StatusCode = 3D
o BankcardTransactionResponse/StatusMessage = 3D Eligible
o BankcardTransactionResponse/ErrorType = 3DAuthReq
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o BankcardTransactionResponse/AuthorizationServerUrl = https://acs.uat.evopayments.com/

o BankcardTransactionResponse/PaymentAuthorizationRequest = Value received from the
MPI Emulator

>Resubmit the original transaction, adding the Resubmit3DSecure/PaymentAuthorizationResponse value
obtained from you using the test form POST above, or the sample value listed above.

o The emulator will return an approved authorization response
o BankcardTransactionResponse/ProcessedAs3D = true

Test Case 5 - Authentication Failed: Customer failed or
cancelled authentication

This test simulates when the customer fails or cancels the authentication process. Authorization is denied.

>Submit either Authorize() or AuthorizeAndCapture() with the following values:
o BankcardTransaction/TenderData/CardData/PAN =4111111111111111
o BankcardTransaction/TransactionData/Amount = $71.00
o BankcardTransaction/TransactionData/Is3DSecure = true
>The emulator will return a recoverable error response with:
o BankcardTransactionResponse/StatusCode = 3D
o BankcardTransactionResponse/StatusMessage = 3D Eligible
o BankcardTransactionResponse/ErrorType = 3DAuthReq
o BankcardTransactionResponse/AuthorizationServerUr| = https://acs.uat.evopayments.com/

o BankcardTransactionResponse/PaymentAuthorizationRequest = Value received from the
MPI Emulator

>Resubmit the original transaction, adding the Resubmit3DSecure/PaymentAuthorizationResponse value
obtained from you using the test form POST above, or the sample value listed above.

o The emulator will return an error authorization response
o Reasson = Validation Errors Occurred

o ValidationErrors[0]/RuleMessage = Cardholder authentication failed. Unable to process as 3-
D Secure transaction.

Test Case 6 - Authentication Could Not Be Performed

This test simulates processing when authentication cannot be completed, due to technical or other
problem.

>Submit either Authorize() or AuthorizeAndCapture() with the following values:
o BankcardTransaction/TenderData/CardData/PAN =4111111111111111
o BankcardTransaction/TransactionData/Amount = $72.00
o BankcardTransaction/TransactionData/Is3DSecure = true

>The emulator will return a recoverable error response with:
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o BankcardTransactionResponse/StatusCode = 3D

o BankcardTransactionResponse/StatusMessage = 3D Eligible

o BankcardTransactionResponse/ErrorType = 3DAuthReq

o BankcardTransactionResponse/AuthorizationServerUrl = https://acs.uat.evopayments.com/

o BankcardTransactionResponse/PaymentAuthorizationRequest = Value received from the
MPI Emulator

>Resubmit the original transaction, adding the Resubmit3DSecure/PaymentAuthorizationResponse value
obtained from you using the test form POST above, or the sample value listed above.

o The emulator will return an error authorization response
o Reasson = Validation Errors Occurred
o ValidationErrors[0]/RuleMessage = 98: Transient system failure.(Connection to DB failed.)
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3-D Secure Test Cases

The tables below denote the different test cases and triggers for 3-D Secure for the card brands Visa, MasterCard, Maestro, American
Express, JCB, Diners Club, and Discover.

Visa
VERes PARes
Card Number Amount Enrolled  Status
1 4000000000000002 * Y Y Verified by Visa Card Enrolled: Successful Authentication
4000000000000000022 | * Y
$76.00 |Y Verified by Visa Card Enrolled: Successful Authentication but Invalid
) 4000000000000010 PARes
4000000000000000071 | $76.00 |Y
3 4000000000000000063 | $70.00 Y A Verified by Visa Card Enrolled: Attempts Processing
4 4000000000000036 $72.00 Y u Verified by Visa Card Enrolled: Incomplete Authentication
4000000000000000055 | $72.00 |Y
5 4000000000000028 $71.00 |Y N Verified by Visa Card Enrolled: Unsuccessful Authentication
4000000000000000048 | $71.00 |Y
6 4000008531947799 $71.00 Y N \E/)t:_\i?;‘lg)d by Visa Card Enrolled: Unsuccessful Authentication (Customer
7 4000000000000069 * u Verified by Visa Card Enrolled: Unavailable Authentication
4000000000000000014 | * U
8 4000000000000093 $76.00 Y Verified by Visa Card Enrolled: Authentication Error
4000000000000000006 | $76.00 |Y
9 4000000000000051 * N Verified by Visa Card Not Enrolled
4000000000000000030 | * N
10 4000000000000044 * TIME OUT Verified by Visa Enrollment Check: Time-Out
4000000000000085 * U Verified by Visa Enrollment Check Error (Error response)
* e , . P
11 4000000000000077 u Verified by.V|sa Enroliment Check Error (Incorrect Configuration: Unable
to Authenticate)
12 4000180000000002 * Y Y Verified by Visa Enrollment RIBA_PASS
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13 4000180000000028 $71.00 Y N Verified by Visa Enrollment RIBA_PASS: Unsuccessful Authentication

14 4000260000000002 * Y Y Verified by Visa Enrollment RIBA

15 4000260000000028 $71.00 Y N Verified by Visa Enrollment RIBA: Unsuccessful Authentication

MasterCard

Test VERes PARes

Case Card Number Amount Enrolled  Status Name

16 5200000000000007 * Y Y Mastercard SecureCode Card Enrolled: Successful Authentication

17 5200000000000015 $76.00 v Mastercgrd SecureCode Card Enrolled: Successful Authentication
but Invalid PARes

5200000000000122 $70.00 | Y A Mastercard SecureCode Carq Enrolled: Attempts Processing
18 (contains card erollment during purchase numbers)
5200000000000106 $70.00 Y A

19 5200000000000031 $72.00 | Y U Mgstercard SecgreCode Card Enrolled: Incomplete Authentication
(without auth window number)

20 5200000000000023 $71.00 Y N Mastercard SecureCode Card Enrolled: Unsuccessful Authentication

21 5641821000010028 $71.00 v N Mastercard SgcureCode Card Enrolled: Unsuccessful Authentication
(Customer Exited)

22 5200000000000064 * U Mastercard SecureCode Card Enrolled: Unavailable Authentication

23 5200000000000098 $76.00 Y Mastercard SecureCode Card Enrolled: Authentication Error

24 5200000000000049 * TIME OUT Mastercard SecureCode Enrollment Check Time-Out

25 5200000000000080 * U Mastercard SecureCode Enrollment Check Error

26 5200180000000007 * Y Y Mastercard SecureCode RIBA_PASS

27 5200180000000023 $71.00 Y N Mastercard SecureCode RIBA_PASS: Unsuccessful Authentication

28 5200260000000007 * Y Y Mastercard SecureCode RIBA

29 5200260000000023 $71.00 Y N Mastercard SecureCode RIBA: Unsuccessful Authentication

Maestro

30 6759410000006404 * Y Y Maestro SecureCode Card Enrolled: Successful Authentication

31 6331101234567892 $76.00 Y Maestro SecureCode Card Enrolled:
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Successful Authentication but Invalid PARes (without
authentication window)
Maestro SecureCode Card Enrolled: Attempts Processing (card

32 560000000000000193 $70.00 |Y A i
enrollment during purchase)

33 6331101250353227 $72.00 | Y U Mgestro Secure;odg Carc! Enrolled: Incomplete Authentication
(without authentication window)

34 6331100610194313 $71.00 v N Maestro SecureCode Card Enrolled: Unsuccessful Authentication

(without authentication window)

35 6331100266977839 * 7 Maestro SecureCode Card Enrolled: Unavailable Authentication
36 560000511607577094 $76.00 y » Maestrq Se.cureC.ode Card Enrolled: Authentication Error (without
authentication window)

37 560000841211092515 * U Y Maestro SecureCode Enrollment Check Error

American Express

Test VERes PARes
Case Card Number Amount Enrolled  Status Name
38 371449111020228 * Y Y American Express SafeKey Card Enrolled: Successful Authentication

American Express SafeKey Card Enrolled: Successful Authentication
but Invalid PARes
American Express SafeKey Card Enrolled: Attempts Processing

39 340000000006022 $76.00 |Y

40 340000000003391 $70.00 Y A (without authentication window)
344400000000569 $70.00 | Y A American Exprgss Sangey Card Enrolled: Attempts Processing (card
enrollment option during purchase)
21 340000000002302 $72.00 |V U American Express SafeKey Card Enrolled: Incomplete Authentication

(without authentication window)
American Express SafeKey Card Enrolled: Unsuccessful Authentication

42 340000000000033 $71.00 |Y N _ o .
(without authentication window)
43 340000000007780 * U American Express SafeKey Card Enrolled: Unavailable Authentication
44 340000000009299 $76.00 |Y 7 American Express SafeKey Card Enrolled: Authentication Error
45 340000000008135 * N American Express SafeKey Card Not Enrolled
46 340000000008309 * TIME OUT American Express SafeKey Enrollment Check: Time-Out
47 340000000007244 * U Y American Express SafeKey Enrollment Check Error
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ICB

48 3569990010083722 * Y Y JCB J/Secure Card Enrolled: Successful Authentication (without
authentication window)

49 3569990010083748 $76.00 Y JCB J/Secure Card Enrolled: Successful Authentication but Invalid
PARes (Signature Failure)

50 3569960010083758 $70.00 Y A JCB J/Secure Card Enrolled: Attempted Authentication

51 3541599998103643 $72.00 Y u JCB J/Secure Card Enrolled: Incomplete Authentication (Unavailable)
(without authentication window)

52 3569990110083721 $71.00 Y N JCB J/Secure Card Enrolled: Failed Authentication (without
authentication window)

53 3541599999103865 * u JCB J/Secure Card Enrolled: Unavailable Authentication

54 3541599999103881 $76.00 Y JCB J/Secure Card Enrolled: Authentication Error Processing PARes

55 3569970010083724 * N JCB J/Secure Card Not Enrolled

56 3569980010083723 * TIME OUT JCB J/Secure Enrollment Check: Time-Out

57 3541599969103614 * u Y JCB J/Secure Enrollment Check: Lookup Error Processing Message
Request

Diners Club

VERes PARes
Enrolled Status
58 3005000000006246 * Y Y Diners Club ProtectBuy Card Enrolled: Successful Authentication
59 3005000000004373 $76.00 Y Diners Club ProtectBuy Card Enrolled: Successful Authentication
but Invalid PARes

60 3005000000005271 $70.00 Y A Diners Club ProtectBuy Card Enrolled: Attempts Processing

61 3005000000007376 $72.00 Y U Diners Club ProtectBuy Card Enrolled: Incomplete Authentication

62 3005000000005925 $71.00 Y N Diners Club ProtectBuy Card Enrolled: Unsuccessful Authentication

63 3005000000006030 * U Diners Club ProtectBuy Card Enrolled: Unavailable Authentication

64 3005000000005602 $76.00 Y Diners Club ProtectBuy Card Enrolled: Authentication Error

65 3005000000007269 * N Diners Club ProtectBuy Card Not Enrolled

66 3005000000001890 * TIME OUT Diners Club ProtectBuy Enroliment Check: Time-Out

67 3005000000009877 * U Diners Club ProtectBuy Enrollment Check Error (Error response)
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3005000000004837

Diners Club ProtectBuy Enrollment Check Error (Incorrect
Configuration: Unable to Authenticate)

Discover

68 6011000000000004 | * Y Y Discover ProtectBuy Card Enrolled: Successful Authentication
69 6011000000000012 | $76.00 |V Dlscgver ProtectBuy Card Enrolled: Successful Authentication but
Invalid PARes
70 6011000000000038 | $70.00 |Y A Discover ProtectBuy Card Enrolled: Attempts Processing
71 6011000000000103 | $72.00 |Y U Discover ProtectBuy Card Enrolled: Incomplete Authentication
72 6011000000000020 | $71.00 |Y N Discover ProtectBuy Card Enrolled: Unsuccessful Authentication
73 6011000000000061 | * U Discover ProtectBuy Card Enrolled: Unavailable Authentication
74 6011000000000095 | $76.00 |Y Discover ProtectBuy Card Enrolled: Authentication Error
75 6011000000000053 | * N Discover ProtectBuy Card Not Enrolled
76 6011000000000046 | * -gt'\f_ll_z Discover ProtectBuy Enrollment Check: Time-Out
6011000000000087 | * U Discover ProtectBuy Enrollment Check Error (Error response)
Discover ProtectBuy Enrollment Check Error (Incorrect Configuration:
Unable to Authenticate)
77
6011000000000079 | * U Y
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Glossary of Technical Terms

Access Control Server
(ACS)

Addin

Directory Server (DS)

Payer Authentication
Request (PaReq)
Payer Authentication
Response (PaRes)

Server used to facilitate the process of cardholder authentication

Extra features added to the EVO Snap* platform for generating 3-D Secure
transactions

Server the merchant contacts at the time of purchase to check for enrollment in the
3-D Secure service

Request sent by the merchant to the ACS for the cardholder to authenticate
themselves

Response sent by the ACS containing the results of the cardholder authentication

Reference Information

For additional information, please visit the EVO Snap* Support site at http://www.evosnap.com/support/ or
contact your EVO Technical Support representative.
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